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Cloud computing is one of the hottest topics in information 
technology today. From Google Gmail for e-mail, calendar, and 
documents, to Apple’s iCloud to sync and store data across your 
Apple devices to renting DVDs and watching streaming videos, cloud 
computing impacts us as individuals on a daily basis. Businesses 
are expressing a growing interest in the cloud as a means to obtain 
software and services that offer ease-of-use, lower cost of ownership, 
and access to information from anywhere at any time. Industry 
analysts across the board, including Gartner and Aberdeen Group, 
report on the substantial growth of cloud adoption. A recent Goldman 
Sachs small business survey reported that 42% of small- and medium-
sized businesses are already deploying more than a quarter of their 
applications via the cloud.

The industry currently divides cloud computing into 3 categories: 
Platform-as-a-Service (PaaS), Infrastructure-as-a-Service (IaaS), 
and Software-as-a-Service (SaaS). Platform-as-a-Service (PaaS) 
creates a cloud-based environment allowing programmers to develop 
marketable applications. Infrastructure-as-a-Service (IaaS) allows 
businesses to deploy and manage network, server, and storage 
capacity without making sizable investments into on-premise software, 
hardware, and facilities. Software-as-a-Service (SaaS) offers businesses 
and individuals an affordable means of accessing capabilities in 
applications they would otherwise be unable to budget for, including 
e-mail, campaign management, customer relationship management 
(CRM), and a growing interest in core level systems such as enterprise 
resource planning (ERP).  

Implementing PaaS, IaaS, or SaaS (or a combination thereof) can 
offer significant benefits and advantages, but interested parties should 
evaluate the benefits of cloud computing against any concerns they have 
on a service-by-service basis. 

Cloud Computing: advantages and disadvantages
Cost Reduction  Cloud computing can offer significant cost benefits 
when you consider the total cost of ownership (TCO) associated 
with managing the comparable on-premise alternative. This includes 
buying hardware, licensing software, paying consultants for installing 
and customizing systems, managing system upgrades, support and 
maintenance, facility expenses, and employees. Cloud technologies are 
paid on a monthly basis or incrementally over the life of a subscription 
agreement, saving organizations money and freeing up considerable 
working capital. This fundamental shift eliminates the need for capital 
expenditure associated with large enterprise software licensing, as well as 
provisioning and updating system infrastructures. Because most cloud-
based systems are flexible and configurable, fixed costs become variable 
costs as you only pay for what you need of the service when you need it.

scalability and elasticity  
The ability to expand or contract as your needs increase or lessen, is 
another key benefit of cloud computing. In addition to paying for what 
you need when you need it, adjustments such as expanding server 
capacity can be completed in minutes compared to several days of 
on-premise labor. Think about how easy it is to setup a cloud-based 
email service such as Gmail or Hotmail. You simply register for an 
account online, and you are immediately able to send and receive 
emails. Similarly, using the Amazon Web Services portal (Amazon’s 
IaaS solution) can be just as simple building and managing a cluster 
of servers and establishing geographic redundancy. Facilitating either 
an email system or server farm in the cloud offers considerable 
advantages to their on-premise counter parts. There is no longer a 
need to bear expense and labor associated with acquiring hardware, 
licensing applications, provisioning a safe and redundant environment, 
and configuring the system for your needs.

BizSlate’s CTO Michael W. Park states “By using Amazon Web 
Services, we are able to rapidly scale our infrastructure to meet 
system demand within minutes, not weeks. Because managing our 
infrastructure capacity is quick and flexible, AWS offers us a more cost-
effective solution that enables us to mitigate risks related to unused and 
excess capacity.”

security  
It is interesting how someone will question the safety of a secure 
cloud-based service, yet as a matter of practice will hand a random 
waiter in a restaurant their credit card to pay for dinner. The waiter 
vanishes from sight and could easily steal all the credit card information 
before returning to your table with a receipt. Concerns that cloud-
based services lack in security are typically the result of not enough 
information about how cloud providers secure their infrastructures. 
The fact of the matter is that a reputable cloud-based service provider 
makes sizable investments into maintaining commercial grade security, 
and can demonstrate they are ISO-27001 certified. Experts agree that 
a business stands greater risk of a security breach from within its four 
walls, than someone hacking a professionally maintained cloud-based 
infrastructure. Contrary to the concern, by migrating to the cloud for 
services, businesses can benefit from a more secure infrastructure.  

reliability and recovery  
With cloud based solutions, you get the added benefit of an infrastructure 
that can be easily and cost effectively configured for automatic fail over 
and geographic redundancy. As service providers are in the business 
of granting its customers access to systems that must be available 
when needed, cloud solutions are “always on” and extremely reliable. 
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The rise of virtualization technology coupled with the economic 
downturn of the late 2000’s has resulted in a tremendous surge in 
the use of “the cloud” (Software, Platform, or Hardware as a Service) 
to reduce costs and increase business agility. However, this also 
means increased risk as cloud service providers are often handling 
sensitive data on their client’s behalf. Complicating the issue is the 
rise of regulations governing the data that is being pushed to the 
cloud. Sarbanes Oxley (financial), 47 state PII regulations (personally 
identifiable information), HIPAA (medical), and PCI (credit card) have 
dramatically increased our responsibility to ensure that third parties 
handle our data in a manner consistent with our security requirements. 
This has resulted in a tremendous burden for cloud service providers 
to be able to “prove” they are secure and compliant--and for the 
consumers of cloud services, to make certain that they are. 

Interestingly, perhaps even conveniently, both problems share the 
same answer. Relief is spelled: I-S-O-2-7-0-0-1.

what is iso-27001?
Simply put, ISO- 27001 is an internationally recognized standard that 
makes it easy to know you are secure and to be able to prove it. It defines 
a systematic approach to managing information security risk, often 
referred to as an Information Security Management System (ISMS). 

The ISO-27001 “story” began in 1987 when Ronald Reagan was 
President, CompuServe was king, and HTML was still a gleam in 
Tim Berners Lee’s1  eye. At that time the British government had 
the foresight to realize that the growth of digital information and its 
flow across networks and systems posed a new-found and significant 
risk. In order to address this risk they developed BS-7799 “a code 
of good security practice” (actually a collection of 127 good security 
practices) to define the “controls” necessary to keep critical government 
information secure. By 1995, with the Internet driving new risk, 
BS-7799 had evolved to be the de-facto guidance on information 
security. At that time it was formally adopted by the International 
Standards Organization as ISO-17799 (now referred to as ISO-27002). 

The only challenge with ISO17799/27002 was that it was a “code of 
practice”--not a “standard”--so it wasn’t possible for an organization 
to be sure they had leveraged it optimally or for an auditor to formally 
opine with a traditional pass or fail verdict. That challenge was solved by 
the development of BS-7799-2 which spelled out what an organization 
needed to do to best leverage the code of practice and what an auditor 
needed to do to validate that the organization was compliant with the 
standard. In 2005 BS-7799-2 became ISO-27001 - and the world’s first 
internationally recognized Information Security standard was born.

An unexpected realization of the development of BS-7799-2 / ISO-
27001 is that the ISMS itself is of far greater (and more fundamental) 
importance than the Code of Practice itself. As Stephen Covey2 often 
says: “If the ladder is not leaning against the right wall, every step we 
take just gets us to the wrong place faster.”

iso-27001 for the service provider 
No matter the industry (e.g., debt collection, eDiscovery, hosting) 
or service offering (e.g., managed services, Software as a Service, 
Hardware), organizations processing data on behalf of their clients are 
experiencing the pain of proving they are secure and compliant with 
client standards and/or the myriad of regulations to which their clients 
are obligated. 

Their challenge is exacerbated by their market success, as each 
new client has “their” security/regulatory requirements and means of 
assessing the same. This results in the “successful” service provider 
enduring dozens of penetration tests, control questionnaires, on-site 
client audits, and/or an independent SAS-70 (now SSAE-16). Several of 
our clients have small teams dedicated to addressing these “attestation” 
requirements year-round – a costly and time-consuming process.

The logical response to these disparate demands is to “simplify”: 
Prove you are secure to all of your clients with a single standard– 
ISO-27001. Once you have developed your Information Security 
Management System (ISMS) you undergo a “certification audit” 
performed by an ISO validated registrar who issues a certificate 
demonstrating that you are compliant with the standard. At that point, 
proving you are secure and compliant becomes as simple as providing 
a copy of your certificate.

Sound promising? It is. That’s why worldwide organizations like 
SalesForce, Microsoft, and Amazon have chosen ISO-27001 to demonstrate 
they are secure to the clients that entrust critical data to them.

iso-27001 for everyone else  
(Two sides of the same Coin) 
Consumers of cloud services can also feel the “pain” associated with 
cloud usage: How do they verify that they themselves are keeping their 
data secure? How do they prove the same to key stakeholders? How 
do they know that the third party service providers they are leveraging 
are keeping their data secure? These issues are especially relevant in 
situations where organizations are processing Personally Identifiable 
Information (PII) and the cost of a third party breach may be measured 
in millions of dollars.3 ISO-27001 can be leveraged in two distinct ways 
by the “non-service provider”. 

Vendor risk Management simplified
Managing vendor risk is a problem for many:

•  Determining and formally documenting the risk controls required 
to ensure the security of your data for third party can be a 
challenging task. 

•  Communicating these requirements to (and adapting them for) 
each third party in a non-ambiguous way is even more challenging. 

•  Ensuring that the requirements remain up to date each time a new 
threat, vulnerability, or regulation emerges is virtually impossible. 

ISO-27001 simplifies Vendor Risk Management. Rather than detailing 
100+ controls (across hundreds of contract pages) your ISO 27001 
focused organization only needs to communicate a handful of key risks. 
As long as the third party incorporates these as an input into their ISMS 
(remember ISO-27001 is a risk based approach) you can be confident 
that your risks are being appropriately managed.

information security simplified
As data becomes increasingly mobile, network borders become fuzzier, 
third party handling of your data becomes more prevalent, and 
regulatory requirements multiply, the process of managing internal 
and external information security risk becomes even more challenging. 
These “worries” are exacerbated by the need to provide assurance to 
key organizational “shareholders” (e.g., CXO, Audit committee, Board) 
that these risks are under control.

Therefore, the idea of leveraging a “cookbook” that has been vetted 
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Compare a cloud-based system having multiple geographic locations, 
each of which are highly secure facilities with multiple Internet and 
power sources, to a typical businesses with a small computer room. 
With a cloud-based infrastructure, should a particular geographic 
location become unavailable, systems can instantly continue operating 
from a different location and with no disruption to your business. 
Additionally, if a business loses power to its office, since a cloud-based 
infrastructure is outside of the office environment and still operating, 
said business can dispatch employees to a temporary location from 
which they can continue working and servicing customers 

Mobility and accessibility   
One of the greatest advantages of cloud computing is the ability to 
access software and data from anywhere in the world where there is 
an Internet connection. This includes access from desktops, laptops, 
tablets, and mobile phones, and brings forth a significant increase in 
accessibility and productivity for remote locations and those whom 
are often traveling (e.g. Road Warriors). Picture a technology executive 
logging into an IaaS portal and within minutes is able to increase storage 
capacity from a tablet while traveling abroad. Imagine a salesperson at 
a trade show with a laptop and access to a SaaS order management 
and inventory system. Instead of handwriting customer orders that can 
take up to 2 weeks to enter into a business’ computer system post trade 
show, the salesperson can sit with a customer, confirm inventory levels 
on the products the customer is interested in, place the order directly 
into the company’s SaaS application at the trade show, and have the 

order picked, packed, and shipped to the customer the very same day.
Of course, to access cloud computing you need an Internet 

connection, which can be difficult to attain in certain circumstances. 
You may also face latency issues if Internet bandwidth is less than 
adequate. However, lack of Internet is becoming less of an issue. It is 
quite common to be surrounded with Internet access no matter where 
you are; from the local coffee shop, to a shopping mall, and now while 
flying from JFK to LAX on certain airlines. With the lowering cost 
of Internet bandwidth, businesses may consider securing a backup 
Internet connection for more critical access requirements, in the event 
the primary Internet connection deteriorates.

general peace of Mind
Cloud-based computing offers businesses and individuals an 
environment that significantly reduces the burden and expense of 
maintaining, as the majority of this responsibility becomes that of 
the service provider. Systems are typically updated automatically and 
without disruption to the business, ensuring that users are always 
working on the latest version of the application. In essence, you’re using 
a version-less software. 

As cloud computing works its way into more of our everyday lifestyle, 
it offers us the opportunity to get more for less. Individuals can live their 
life and have the cloud in their back pocket to access files, document 
their day, and share information with family and friends. Businesses 
can free up working capital and focus all efforts on doing what they do 
best--growing their core business. n

John Verry is the “Security Sherpa” for PivotPoint Security. For further information on how ISO 27001 can work for your organization, 
along with downloadable resources, please visit http://www.pivotpointsecurity.com/iso-27001-consulting-nj

by tens of thousands of other organizations over a 15-year period is 
an appealing one. Better yet, this approach aligns with your existing 
enterprise risk management principles, and it’s relatively straightforward 
to execute; thus, security becomes “simplified.”

looking for information security relief? 
If the challenges of proving that you and/or key service providers are 
keeping your data secure and complying with key laws/regulations--join 
the nearly 7,500 certified companies that have chosen to spell relief: 
I-S-O-2-7-0-0-1. n

1.  Tim Berners-Lee invented the World Wide Web in 1989. He wrote the first web client and server 
in 1990. His specifications of URIs, HTTP and HTML were refined as Web technology spread

2.  Stephen Richards Covey is the author of the best-selling book, “The Seven Habits of Highly 
Effective People”

3.  The average cost of a corporate data breach reached $7.2 million in 2010, up from $6.8 million 
in 2009, according to the 2010 Annual Study: U.S. Cost of a Data Breach conducted by the 
Poneman Institute.
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