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Business 
& strategy

By RoB StEPHEnSon

The term “Disaster Recovery” (DR) evokes 
a variety of reactions among business and IT 
professionals alike. IT personnel are acutely 
aware of the complexities in planning for 
nearly every disaster contingency. They also 
understand in the event of a disaster, the 
less time it takes to recover systems, the 
higher the cost for architecting that specific 
DR solution. Chief Financial Officers, on 
the other hand, are typically reluctant to 
commit large budgetary resources to such 
an endeavor; referring to disaster recovery 
dollars as ‘insurance’ or ‘luxury items’. So 
the challenge for businesses today is to figure 
out how to strike a balance between fiscal 
restraint and risk management. 

what’s your disaster 
recover Plan?
While not every business application is 
ideally suited for the cloud, most software 
systems can function adequately there for 
a short period of time during a disaster. 
Before evaluating a third-party cloud 
services provider, it’s important to perform 
a comprehensive internal IT systems audit. 
During this process, you should identify the 
Recovery Time Objectives (RTO’s) for each 
business application in the event of a service-
impacting disaster. For example, you might 
decide that your goal, or RTO, for e-mail 
might be 4 hours, database systems might be 
24 hours, and development and test servers 
might be 5 business days. 

RTO’s less than 8 hours typically require 
some type of replication or mirroring 
solution. RTO’s of more than 8 hours to 
a couple of days can typically be achieved 
by backing up to a cloud vendor utilizing a 
backup platform. In the event of a disaster, 
these cloud providers can take your backups 
and begin to restore your files to their 
cloud and then publish the applications back 
online based on your particular RTO. If your 
RTO is longer than 3 business days, you 
might be able to leverage your own offsite 
backups with a recovery asset subscription 
service. This would involve bringing your 

backup to one of these providers and then 
restoring to either their cloud or physical 
asset recovery systems. 

Three Types of Cloud systems
Once your disaster recovery plan is complete, 
either by a third party specializing in writing 
these plans, or via an internal audit and 
design, you are now ready to start evaluating 
cloud vendors. The cost savings for utilizing 
a third party cloud vendor for DR versus a 
physical or internally architected solution can 
be substantial. There are three inherent types 
of third party cloud offerings to choose from:

• �Public�Cloud:�Self-service model, which 
is billable by the resources consumed 
monthly; examples include Amazon, 
Rackspace, Google, and Microsoft. 

•  Multi-Tenant� Service� Provider�
Private� Cloud: A secure cloud with 
some shared computing components as 
offered by companies such as Terremark/
Verizon, Time Warner/Navisite, and 
Xand.

• �Private� Cloud: This is a 100 percent 
dedicated, private, virtual hosting 
solution. Nearly all service providers 
offer this.

How to Choose a Cloud Provider
You now have a disaster-recovery plan with 
a full understanding of the importance of 
each of your business applications and their 
RTOs, as well as the three fundamental 
types of cloud offerings. The next step is to 
take your DR budget and then apply this 
knowledge to the cloud vendor selection 
process. If you have applications with all 
high RTO’s (three days or longer), you 
can hone in on a specific provider who 
specializes in these cloud recovery services. 
Conversely, there are specific providers if 
you have all high-availability systems (less 
than 4 hours). However, most businesses 
have tiered application RTOs that vary 
greatly with respect to their value to the 
individual business units of the company. 
For example, development and test servers 

How to Utilize the Cloud 
for disaster recovery

The cloud offers 
fiscally responsible disaster recovery options 

for all types of business systems.
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probably don’t need to 
reside in a high-availability 
environment, like a private 
cloud. And mission-critical, 
highly confidential database 
servers are probably not 
best suited for a public 
cloud model. Security 
requirements, regardless of 
tier, must also factor into 
the equation. 

The good news is that 
many cloud providers offer 
more than one type of service and many offer all three. Finding a 
service provider with the right mix of products and services and 
guaranteed Service Level Agreements (SLAs) for your RTOs is critical 
for a successful cloud DR plan. Some businesses may also have older 
hardware systems in-house that they can utilize as part of their DR 
strategy. For example, many cloud providers offer colocation services in 
the same data centers that house their cloud platforms. Colocation allows 

dedicated space, power and 
Internet connectivity for 
your own equipment in a 
secure data center facility. 
These providers are then 
able to architect “hybrid” 
cloud-physical service 
offering that marry their 
front-end cloud services to 
your physical equipment 
and software all under one 
roof. These types of creative 

DR solutions can provide the best ROI by extending the business 
life cycle of your older equipment, while also capitalizing upon the 
enormous scale, flexibility and cost efficiencies of the cloud. 

If you already have an internal or external cloud environment, 
making the decision to initiate a cloud DR strategy is easy. However, 
if you haven’t yet made the leap to a virtualized cloud infrastructure, 
it’s still not too late. Designing your DR plan for implementation onto 
a third party cloud vendor’s platform might be a great way to start. n
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