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In the past twelve months the State of New 
Jersey has experienced a number of weather-
related events that have seriously impacted the 
State and some of its most important areas, 
such as the Jersey shore. Many businesses 
incurred significant disruption to their ability 
to operate, likely costing the state economy 
billions of dollars. 

It’s not only weather that can disrupt 
operations. Many organizations that use 
Amazon’s cloud-based offering called 
EC2 (Elastic Cloud Computing) as their 
foundation will recall outages in 2011 and 
2012 that disrupted several popular services—
such as Reddit and Salesforce. Despite having 
infrastructures with extensive redundancy and 
recovery plans, Amazon’s outage reminds us 
that no matter how well protected we think 
we are, there’s always a chance that something 
could go wrong. 

Given the severity of Superstorm Sandy 
(and the potential for others to come) and 
our increasing reliance on “the cloud” we 
need to ask two questions: What can be done 
to ensure that businesses can survive future 
events like Sandy? What can be done to ensure 
the resilience of information technologies that 
support New Jersey businesses? 

In this two-part Special Report on Business 
Continuity and Disaster Recovery, we’ll 
examine these two activities, their importance, 
and outline a roadmap to launch a program of 
your own.  

business Continuity and Disaster 
recovery are NoT the same 
It’s a generally known fact that Noah (the 
Ark-itecht) was the first business continuity 
(BC) and disaster recovery (DR) professional. 
Like Noah, as business and technology 
professionals we have a responsibility to 
protect our organizations from unplanned 
disruptive events. For many of you, a key 
part of your job is to “keep your business 
running”. And that’s just what BC/DR 
programs do. A business continuity program 
examines how you operate, identifies the most 
critical business processes you need to stay 
in business, and defines how you will keep 
those business processes running if a disaster 
occurs. A disaster recovery program focuses 
more precisely on the information technology 
and communications assets your organization 
uses, and how to keep them operational 
following a disruptive incident. BC looks at 
your business holistically, while DR looks 
at the technology infrastructure. Typically a 
technology DR plan will be part of a larger BC 
program that addresses the entire business.   

If you’ve ever been involved in a BC 
initiative, you’ll recall that typical activities 
include relocating your operations and staff to 
an alternate location and ensuring that critical 
production data, databases and systems can 
be recovered and restarted from an alternate 
location. Typical DR activities address how to 
back up data and other information resources, 

recover and restart production systems from 
primary or alternate data centers, protect vital 
records from damage, and build diversity into 
your IT infrastructure so as to minimize single 
points of failure.  

DR predates BC by about 15 years. DR 
programs first appeared in the late 1960s and 
early 1970s to protect large data centers from 
disruptive events. As centralized data centers 
evolved into distributed infrastructures and 
into today’s cloud-based environments, DR 
was still desirable, but the need had not 
yet been formalized. In the late 1980s and 
early 1990s, the idea of protecting the entire 
business—people, processes, intellectual 
property, locations, assets, vital records— 
emerged as an evolutionary direction from 
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Table 1: 
Business Continuity and Disaster 

Recovery Standards

Business Continuity
 ISO 22301:2012
 ISO 22313:2013
 NFPA 1600:2010
 ASIS SPC.1-2009
 FFIEC Business Continuity Handbook 2008

Disaster Recovery
 ISO 27031:2011
 ISO 24762:2008
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DR. Today, business continuity and disaster recovery can and should 
be performed together, but just as often one or the other may be done. 
From a business perspective, it is essential that both are addressed by 
senior management, as both are required to ensure that the business 
is resilient.  

One important development that is helping to raise awareness of 
BC/DR is the presence of domestic and global standards that define 
how BC/DR programs ought to be developed, managed and improved. 
The principal global standard today is ISO 22301:2012, Business 
Continuity Management Systems – Requirements, and was developed 
by the International Organization for Standardization. It joins the U.S. 
standard NFPA 1600:2010, the Standard on Disaster/Emergency 

Management and Business Continuity Programs, which was developed 
by the National Fire Protection Association. Additional standards 
for BC exist, and are listed in Table 1. The same is true for disaster 
recovery: the principal global standard for technology disaster recovery 
is ISO 27031:2011, Guidelines for Information and Communications 
Technology Readiness for Business Continuity. These standards and 
others provide excellent frameworks for planning, organizing and 
implementing BC/DR programs and plans. They serve, in effect, as a 
recipe for simplifying the BC/DR process. Also of importance is that 
they facilitate the attestation process, which may be important from an 
audit perspective. 

building a business Continuity Management 
system (bCMs)
In the previous section we introduced a new term: business 
continuity management systems, also known as BCMS. This 
is a detailed framework for managing the business continuity 
function.  Think of this management system as the administrative 
framework that links all the various BC and DR activities together 
into a cohesive program. It’s true that you can build BC and DR 
programs without a formal BCMS. However, senior management 
support for such activities is essential—especially when trying 
to secure funding. Being able to demonstrate that your BC/DR 
activities are based on proven and repeatable frameworks and 
practices will be key selling points to management. From an audit 
perspective, it will also be important to demonstrate that the 
program is aligned with approved standards. This is especially 
true if your organizations processes data on behalf of a third party 
(e.g., SaaS, claims processing, CRM) as it is becoming increasingly 
common that client vendor risk management programs call for 
accredited levels of information security (ISO27001) and business 
continuity (ISO22301).  
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Business Continuity
 ISO 22301:2012
 ISO 22313:2013
 NFPA 1600:2010
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Table 2: 
BC/DR Professional Organizations

ASIS International (www.asisonline.org)
Business Continuity Institute (www.thebci.org)

Continuity Central (ewww.continuitycentral.com) 
Continuity Forum (www.continuityforum.com)

Continuity Insights (www.continuityinsights.com
Disaster Recovery Guide (www.disaster-resource.com)

Disaster Recovery Journal (www.drj.com)
DRI International (www.drii.org)

International Center for Organizational Resilience (www.theicor.org)
National Fire Protection Association (www.nfpa.org)

Business 
Continuity—Perfect Together
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It’s also a good idea to ask your key vendors 
and service providers about their BC/DR 
programs and plans. Since your organization 
probably depends on a variety of firms (think 
of them as your supply chain), you should 
be confident they can remain operational 
following a disaster. Having your own BCMS 
and BC/DR plans in place will also prepare you 
for similar inquiries from firms that may wish 
to assess your organization’s preparedness.  

Once you’ve been able to obtain senior 
management support and funding for your 
BCMS, the next step is to build a project 
plan. When building your plans (and 
BCMS) regularly review the standards for 
guidance. Table 3 provides a high-level 
structure of a BCMS. 

When building a business continuity plan—
typically an output of a BCMS—focus your 
initial discovery on the following activities: 

Business Impact Analysis (BIA): 
Understanding the business and identifying 
the mission-critical business activities the 
firm needs to survive, including defining 
the financial, reputational and competitive 
impacts to the business from a loss of those 
critical functions

Risk Analysis (RA): Determining the 
internal threats (e.g., disgruntled employees, 
business process failure) and external threats 
(e.g., severe weather, flooding, cyber threats, 
pandemic events) that could disrupt the 
mission-critical processes

Strategy Definition: Based on analyses 
of information from BIAs and RAs, define 
strategies (e.g., data backup and recovery, 

alternate data centers, alternate work 
locations) to protect the critical business 
processes from the defined threats. 

Once you’ve completed these three important 
discovery activities, you’ll be ready to prepare 
a process-oriented plan that will help you 
address a disaster situation using the four R’s—
recognize, respond, recover and restore.

1.  Recognize when a situation is occurring, 
know how to quickly assess it and 
determine the need to respond.

2.  Respond to the situation by gathering 
staff who are trained to assess the 
damage, coordinate incident response 
activities and (if needed) operationalize 
the plan.

3.  Recover disrupted critical systems and 
processes into a usable mode using a 
combination of backup arrangements, 
alternate processing locations, and 
resilient networks.

4.  Restore business operations to normal or 
as near-normal as possible.

A business continuity plan describes the 
steps to take to ensure that your business— 
and its employees and mission-critical 
activities—can survive a potentially disruptive 
event and return to normal or near-normal 
operations as soon as possible after the event.  

Stay tuned for Part 2 of our Special Report: 
Disaster Recovery and Business Continuity—
Perfect Together coming in May, which 
will give details on how to plan a business 
continuity management system and how to 
organize business continuity and disaster 
recovery plans. n

Table 3: 
A high-level structure of a BCMS 

Revision History
Table of Contents
Scope of the BCMS
Leadership
 Management Support
 Policy
Organizational Roles and Responsibilities
Business Continuity Objectives
Staffing Resources
Awareness of BCMS program
Communication
Documentation
BCMS Operations
 Operational planning and control
 Elements of the business continuity program
 Managing the BCM environment
 Managing the business continuity capability
Business impact analysis and risk assessment
Business continuity strategy
Incident response procedures
Business continuity plans
Technology disaster recovery plans
Exercising and testing
Performance evaluation and mainteance
Continual improvement

John Verry is the “Security Sherpa” for Pivot Point Security. For more information on how business continuity, disaster recovery and ISO 
22301 can work for your organization, along with downloadable resources, please visit http://www.pivotpointsecurity.com
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